
Sensitive data stores are becoming increasingly vulnerable to cyberattacks and massive security breaches. Organizations in regulated 

verticals, such as healthcare, financial services, retail, and government are particularly vulnerable, because they store massive amounts 

of personally identifiable information that represent a veritable treasure trove to data thieves.

To manage and store their collected data, organizations now deploy large-scale, virtualized, distributed computing environments 

that extend beyond the enterprise data center and into the cloud. Critical data center resources are becoming software-defined, are 

provisioned on-demand, and must be easily scalable. These trends have re-defined the model for data encryption and key management. 

Data at-rest and in-motion can be compromised in many ways. Legacy encryption solutions lack the ability to perform well in the 

highly-dynamic, petabyte-scale, virtualized and cloud computing architectures that are becoming predominant. Virtualized hybrid 

cloud architectures require a distributed policy server, with secure policy replication to prevent unauthorized changes, an automated 

mechanism for secure node removal, rapid and secure encryption key rotation combined with high-performance, low-latency 

encryption with elastic scalability for both data-at-rest and data-in-motion.

Zettaset XCryptTM Data Encryption Platform and Fornetix Key Orchestration Appliance Integration – Joint 

Solution Highlights

• Provides proven data-centric protection for sensitive data stores in regulated environments

• Secures encryption keys in a FIPS 140-2 certified appliance

• Optimized for high-performance and elastic scalability

• Automated installation and administrative processes streamline operations and reduce TCO

• Enables customizable policy creation and key lifecycle management

• Full compliance with KMIP and PKCS#11 OASIS standards for investment protection

Zettaset XCrypt Encryption Platform and Fornetix Key Orchestration Appliance 

The Zettaset XCrypt Data Encryption Platform along with the Fornetix Key Orchestration Appliance (KOA), delivers data-centric 

protection combining automated, performance-optimized encryption software with an advanced cryptographic key management 

appliance to ensure the highest levels of security for sensitive data. Together, XCrypt and KOA create an advanced data protection 

ecosystem that takes arduous, manual encryption processes and transforms them into automated, easy-to-use solution. Benefits 

include reduced costs, accelerated deployment, process consistency, and an enhanced security posture. 

XCrypt encryption software provides optimal performance and scalability in distributed, virtualized data stores. The Fornetix KOA is a 

secure appliance that is both FIPS 140-2, level 2 compliant. An unprecedented 5-minute integration with top Hardware Security Module 

providers instantly increases protection to FIPS 140-2 level 3. 

XCrypt and KOA provide a proven defense in regulated industries such as healthcare, financial services, and retail where constant 

cyber-attacks and data breaches are becoming the norm. When integrated into a strategic IT security initiative, XCrypt and KOA can help 

bring data stores into compliance with corporate and regulatory data protection initiatives including HIPAA, HITECH, PCI and GDPR. 

Encryption and key management are proven solutions for protecting data-at-rest and in-motion. We help reduce the risk of data theft 

and help organizations avoid the significant cost and negative business impact associated with breaches. The joint Zettaset and Fornetix 

data encryption and key management solution is certified for interoperability and ready for deployment in your data center and cloud.

Proven Protection for Your Sensitive Data with  
Best-in-Class Data Encryption and Key Orchestration



The Zettaset XCrypt Data Encryption Software Platform

Zettaset XCrypt represents the latest advancement in encryption technology and has been designed from the ground up for 

deployment in today’s complex distributed, virtualized and cloud data stores. XCrypt can be applied to any database and storage 

system, including Relational/SQL, NoSQL, Object, and Hadoop. 

Optimized for high-performance and elastic scalability, XCrypt introduces near-zero latency to the compute environment, making it 

ideal for in-memory stored data and transactional environments where sub-second response times are essential. The Zettaset solution 

delivers data-centric security utilizing advanced, automated encryption technology to ensure the highest levels of protection for 

sensitive data.

The Fornetix Key Orchestration Appliance

Key Orchestration by Fornetix is an advanced encryption key management ecosystem that automates the key lifecycle across the 

entire enterprise with groundbreaking precision and speed. The Key Orchestration Appliance (KOA) is a cryptographic key management 

solution that can integrate with any KMIP-compliant client or device to centrally manage all encryption keys across your enterprise, 

including encrypted data at-rest, in-motion, or in-use. 

KOA is policy-driven, enabling it to automate and simplify the entire key lifecycle. Key policies can be created to define the rules around 

the who, what, when, where and how of key lifecycle management. Compositions and jobs can then be created and scheduled to 

automate key generation, activation, rotation, and revocation.

KOA enforces FIPS-140 Level 2 compliant security roles, which imposes a segregation of duties among the different user roles, so 

users only have access to the parts of the key management process for which they are responsible. Optionally, the Key Orchestration 

appliance can have optional HSMs integrated to enhance security and protect Key Material with FIPS 140-2 Level 3 protection.

About Zettaset

Zettaset’s high-performance XCrypt Data Encryption Platform delivers proven protection for sensitive data at-rest and in-motion in 

any data environment. XCrypt solutions are designed and optimized for effortless scalability and unmatched performance in today’s 

complex and demanding distributed, virtualized and cloud environments. Enterprise customers and cloud service providers can rely on 

Zettaset for advanced solutions that easily fit into existing IT security and policy frameworks. Visit us at www.zettaset.com 

About Fornetix

Fornetix is helping organizations unleash the full potential of encryption by conquering the key management bottleneck. Our Key 

Orchestration ecosystem automates the key lifecycle across the entire enterprise with groundbreaking precision and speed. Policy-

driven automation of the key rotation lifecycle reduces human error and empowers your organization to remain secure and avoid costly 

data breaches. As global use of encryption rapidly expands, you can be prepared for the future with unparalleled scalability.

For additional information, please visit our websites at www.zettaset.com and www.fornetix.com 
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